James Kyle De Leon

Cloud & Network Infrastructure Engineer

Doha, Qatar (GMT+3) - +974 5188 0814 - jameskyle.dleon@gmail.com
linkedin.com/in/james-kyle-de-leon - github.com/jkdleon
Immediately available - Remote (EU / GCC hours) - Open to relocation: Ireland, Germany, Australia, New Zealand

SUMMARY

Network engineer with 8 years in enterprise and service-provider infrastructure, including 5 years running network
operations for a managed connectivity provider serving 50—60 client companies and thousands of end users over a
dedicated Philippines—Hong Kong offshore link. Migrated a production on-premises system to Google Cloud with
zero downtime; administer Azure (AZ-104) and AWS environments and define infrastructure in Terraform. Promoted
from NOC engineer to acting head of IT within one company. Azure Administrator Associate - AWS Cloud Practitioner
- CompTIA Security+ - Fortinet NSE 2 - CCNA (2020-2023).

CORE SKILLS

Cloud: Azure (VNet, NSG, VPN Gateway, Entra ID, VM/storage administration — AZ-104), AWS (VPC, S3, CloudFront,
Route 53, ACM, IAM), Google Cloud (Compute Engine, workload migration)

Infrastructure as code, servers & automation: Terraform, GitHub Actions Cl, Git, Bash; Linux (Ubuntu, CentOS);
VMware ESXi on Dell PowerEdge

Networking: Cisco |0S routing & switching, OSPF, EIGRP, BGP, VLAN/STP, international transit and offshore egress
design, IPsec site-to-site VPN, WAN/LAN design, Fortinet FortiGate configuration; wireless (Aruba Instant On, Ruijie,
Cisco)

Monitoring & operations: Zabbix, Cacti, MRTG, FastNetMon, PingPlotter; ITIL-style incident/problem management,
RCA, SLA reporting, Jira Service Management, SOP authoring

Endpoint & workplace: Hexnode MDM (Windows/macQOS), Microsoft 365 administration, Windows/macQOS
deployment and patching

EXPERIENCE

Snoonu — Doha, Qatar Aug 2025 — Feb 2026

IT Executive (Infrastructure & Operations)

e Migrated the company's on-premises ZKBioTime attendance platform — 15 biometric terminals serving 500+
staff — to Google Cloud with zero downtime, delivered as an assigned project alongside daily operations.

¢ Ran the Snoomart dark-store IT refresh: gathered requirements with store managers, audited assets for
replacement or upgrade, and right-sized each store's internet bandwidth after verifying the reported slowness.

¢ Deployed and managed the network and firewall estate — IPsec site-to-site VPNs, switching and wireless —
supporting 500+ endpoints.

¢ Led the department's ITSM gap analysis (solo project; analysis and action plan delivered), and owned incident
lifecycle management in Jira to SLA.

¢ Managed 500+ Windows and macOS endpoints through Hexnode MDM: approved-application deployment,
security patching and compliance reporting.

¢ Managed identity and access for enterprise applications with a monthly recurring IAM audit; owned vendor
management, procurement and the licence lifecycle; primary on-call for critical incidents.

New Oriental Club88 — Parainaque, Philippines Aug 2019 - Jan 2025
Managed connectivity and IT services provider: internet connectivity, managed network and end-user support for 50—
60 client companies (thousands of users), operating a dedicated Philippines—Hong Kong offshore link with Hong Kong
IP address space so client traffic egresses via Hong Kong ISPs. 13-person IT/NOC department. Promoted to Lead
Network Operations Engineer in 2021; title expanded to IT Supervisor as responsibilities grew.
Lead Network Operations Engineer - IT Supervisor (acting head of IT) Jun 2021 - Jan 2025
¢ Ran the IT function day-to-day on behalf of the IT Manager: department strategy and reporting, purchase
approvals under delegated authority, team scheduling, and the department SOP (co-author).
¢ One of three supervisors over a 9-engineer network operations team: led and coached the engineers, ran team
meetings, structured training and advanced-skills development, and acted as final escalation point 24x7.



¢ Delivered the core network upgrade — replaced the Cisco core routers at the Hong Kong offshore edge and the
Cisco core switches in the Philippines — with minimal impact on client services carried over the international
link.

¢ Introduced Zabbix, Cacti, MRTG and FastNetMon monitoring, moving operations from ticket-driven reaction to
proactive detection of link, capacity and DDoS events.

e Owned major-incident response for escalated outages, coordinating internal teams, ISPs and hardware vendors
at all hours; led root-cause analysis and remediation for WAN/LAN incidents.

¢ Planned service levels and capacity, built the data-collection and reporting for application and infrastructure
health, and installed and administered the Linux servers (Ubuntu, CentOS) behind monitoring and infrastructure
services.

Network Operations Engineer Aug 2019 — May 2021
¢ Monitored network stability and performance (Cacti, MRTG, Zabbix, PingPlotter); delivered Level-1/2
troubleshooting, line testing and device configuration; drove ISP and vendor trouble tickets to resolution.
¢ Deployed network devices for new client offices; performed scheduled configuration changes and OS upgrades;
produced daily, weekly and monthly network operations reports.

Earlier experience 2017 - 2019
e Concentrix — Customer Care Analyst (Jul 2018 — Sep 2019), technical support to SLA with first-contact-resolution
focus - Servflex Inc. — Project Database Engineer (Nov 2017 — May 2018), IP address database and client work
orders - Faire Technologies Inc. — Field Engineer, design role (Jan — Nov 2017), CCTV and access-control design,
BOMs and costing.

Career note: relocated to Qatar in 2025 (earned AWS Cloud Practitioner and CompTIA Security+); on parental leave
since Feb 2026, used to earn AZ-104 and for the Terraform work below.

SELECTED PROJECTS

Open-source NOC tooling stack, self-hosted on Ubuntu — New Oriental Club88
¢ Built and ran the team's operations tooling on on-premises Ubuntu servers: Zabbix (network monitoring),
FastNetMon (DDoS detection, replacing an expired Blue Coat subscription), Oxidized (device configuration
backup and versioning — LibreNMS as the inventory feed, later replaced by a CSV feed after latency issues),
NetBox (IPAM/DCIM source of truth) and Snipe-IT (asset management with bi-weekly backups; also trialled on
AWS EC2).
Cloud-vs-on-premises monitoring evaluation — Snoonu 2025
e Under a cloud-first policy, deployed Zabbix in the cloud and proved it against the Pakistan office over a site-to-
site IPsec VPN; tracked the monthly running cost, found it uneconomic, and recommended an on-premises
server with only SNMP traffic crossing the VPN — delivered as a written cost and recommendation report to the
IT Manager.
AWS static-site infrastructure in Terraform — github.com/jkdleon/tumbatumba 2026
e Authored a Terraform stack (private S3 origin, CloudFront with Origin Access Control, ACM, Route 53) with
Bash/PowerShell deployment scripts and GitHub Actions Cl with branch protection; AWS deployment pending —
the site is currently served from Vercel.

CERTIFICATIONS

¢ Microsoft Certified: Azure Administrator Associate (AZ-104) — Apr 2026
e AWS Certified Cloud Practitioner (CLF-C02) — May 2025

e CompTIA Security+ — Jul 2025

¢ Fortinet NSE 1 and NSE 2: Network Security Associate

e Cisco Certified Network Associate — Routing & Switching (2020 — 2023)

EDUCATION

BSc Electronics & Communication Engineering — National University, Manila 2016
WES-evaluated as equivalent to a four-year Canadian bachelor's degree.

Diploma, ECE Technology (ladderized programme) — Rizal Technological University 2014



